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Exponentialité

How Long Until Computers Have the Same Power As the Human Brain?

Lake Michigan's volume (in fluid ounces) is about the same as our brain's capacity
(in calculations per second). Computing power doubles every 18 months. At that rate, you see
very little progress for a long time—and suddenly you're finished.
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Two Distinct Eras of Compute Usage in Training AI Systems

Petaflop/s-days
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Our blind spot comes from the fact
that we have lived in a linear world.

But today’s changes are exponential.
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Matthew Keegan Big Bl‘other iS WatChillg: Chinese City

Mon 2 Dec 2019

cost s with 2.,6m cameras is world's most
heavily surveilled

10 cities with most surveillance cameras per person
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< Examen des photos

Sagara Ranjan Wijedasa (3) a ajouté une
photo sur laquelle vous apparaissez peut-
étre.

Ily a 6 minutes - @
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IA et controle social
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The trip to Washington, D.C. The day of the protest At the Capitol
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Données et vie privée

09.26.19

Amazon is injecting Alexa with
more artificial intelligence than
ever

Amazon is using neural networks and natural language models to improve Alexa’s
speaking style, give it new voices, and even notice that a user is unhappy with it.
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Schweizer Polizisten testeten

('Eljc New ﬁ ork (?funes
verbotene

The Secretive Gesichtserkennungs-App
COmpaHy That Gemass einer internen Kundenliste der Firma Clearview haben Beamte

M ¢ h E d P . der Stadtpolizei Zirich und der Kantonspolizei St. Gallen die umstrittene
lg t n I'lVaCy Software genutzt. Ziirich will das jetzt untersuchen.
as We Know It
@ By Kashmir Hill g Simone Luchetta [V__] 54 Kommentare d) N
Publiziert: 06.09.2021, 04:51

Why Clearview Alisathreat tousall

The surveillance system offers police unprecedented surveillance power.
February 12th, 2020



Surveillance et plus...

Mother opeﬁs up about being ‘virtually
gang raped’ in metaverse

By Hannah Frishberg February 1, 2022 | 3: 44pm | Updated

Meta adds ‘Personal Boundary to
metaverse after ‘virtual gang rape’

By Theo Wayt February 4, 2022 | 11:57am | Updated
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https://www.thispersondoesnotexist.com
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Total number of deepfake videos online

14,0678

Total number of video views across top four
dedicated deepfake pornography websites

154,504,458

percentage of deepfake
videos online by

pornographic and
non-pornographic
content

The State of Deepfakes, DeepTrace, 2019 19
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you have 24 hrs to

send the money

a) Attacker identifies target

b) Attacker “strips” image using Telegram app
) Attacker extorts the target

d) Attacker deploys image for public shaming

just saw this,
isitreal?

A et manipulations

Pennsylvania Real-Time News

Pa. woman created ‘deepfake’ videos to force rivals
off daughter’s cheerleading squad: police

Updated Mar 17, 2021; Posted Mar 12, 2021

Number of images uploaded to “image collections” channel
24,168
25,000

21,269

20,000

15,000

images

10,000

5,000

2 2 2 0§
& K o o
S L & <

Deepfake Bots on Telegram, Sensity, 2020 20
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The Newest Al-Enabled Weapon:
‘Deep-Faking’ Photos of the Earth

| 7 | Vg 0 0 D
2, WS U8 Wl Hospital viruses: Fake cancerous nodes in CT
“~scans, created by malware, trick radiologists
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Defense One, 31 March 2019
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Leonid Volkov with Alexei Navalny - Source: putnik at Wikimedia Commons

POLITICS  TECH INNOVATION LEONID VOLKOV  ALEXEI NAVALNY DEEPFAKE

Washington Post, 3 April 2019 - 't [9]in| O\

SATURDAY, APRIL 24, 2021 - 09:36

Dutch MPs in video conference with deep fake imitation
of Navalny's Chief of Staff
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Deepfake: How disinformation fools our
brains and damages democracy

by Gavin Ellis / 20 February, 2019

“Alors que la vérité se propage rarement au-dela de 100
personnes, le top 1% des nouvelles reposant sur des
mensonges se propagent entre 1000 et 100’000
personnes. |l faut 6 fois plus de temps a la vérité que les

mensonges pour atteindre 1500 personnes” 2
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Comments and shares
on Dom’s Win The Win
posts

ok Avg. comments and shares
on Dom'’s posts

1.5k
1k Election
on Nov. 3
500
Comments and shares on
Dom'’s personal timeline
0

Oct Nov. Dec. Jan.

10 Avg. number
of daily posts

8
6 - Avg. comments and shares on
ection -
on Nov. 3 Mr. Panayides posts
4

Dom’s posts on his

) personal timeline Dom’s posts on 1.5k
2 Win The Win
a 1k
Oct. Nov. Dec. Jan. o N
Begins posting
Note: 7-day moving average. - By The New York Times 500 abOUt_CoronaW “{5
conspiracy theories
0
April July Oct 2020 April July Oct

Note: 7-day moving average. By The New York Times
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Démocratisation = prolifération

WEAK
General
global public
Global academia 2000s-2010s
+
Industry
SYNTHETIC .
Traditional BIOLOGY \Later mdusiry adopters 2000s
institutional Other early non-state actors
enforcement GENETIC
ENGINEERING Specialized 1990s-2000s
academia
Early industry 1980s-1990s
adopters
1970s-1980s
9 GMO experts 1970s
>
o STRONG
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Josiah Zayner, CEO of the biohacking-promoting startup The Odin, held up a syringe. “This will modify my muscle genes to give me bigger
muscles,”
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Gene drive

Latechnologie de l'extinction : le forcage génétique

Transmission « normale »
du matériel génélique
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Evolutivité: guerre en essaims
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Tregend

Zack Stentz
ey,

The civilization that invented

fireworks taking it to the next
level.
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Swarming: guerre en essaims

“Systemic pulsing of force and/or fire by
dispersed internetted units as to strike
the adversary from all directions
simultaneously” — Arquilla and
Rondfeldt, (2000) . ,‘ 5
“Large numbers of dispersed individuals o il % "
or small groups coordinating together 7 :
and fighting as a coherent whole” —
Irwing (2017)

Tactique d’essaims: saturer les . _
défenses de I'adversaire en Masse, puissance de feu, vitesse,

coordonnant et synchronisant une série concentration des forces
d’attaques concentrées et simultanées 32
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Wide Field Cameras ¥ R \ > Face Recognition
|

Tactical Sensors ‘ ol

Shaped Explosive
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“The threat is really changing — this explosion of commercial
technology, of super-empowered commercial technology, of
each individual technology path on an accelerated schedule,”
James Geurts, who leads SOCOM'’s acquisitions, technology
and logistics efforts, said on 16 May 2017. “When you start
stacking accelerations on top of each other, pretty soon
you’ve got autonomous swarms of drones with facial
recognition attacking you on the battlefield. And so how do
you get out in front of that?”

During a recent visit to Mosul, Iragq, SOCOM commander Gen.
Ray Thomas said he ran into a pair of operators who had
found an off-the-shelf rotary-wing quadcopter adapted

by ISIS weaponeers to carry a 40 mm weapon.

“This is how adaptive the enemy was,” Thomas said. “About
five or six months ago, it was a day that the Iraqgi effort almost &%
came to a screeching halt. Literally in the span of 24 hours,
there were up to 70 drones in the air. At one time, 12 ‘killer
bees,” if you will, right overhead” Defense News, 18 May 2017
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MIDDLE EAST

Russia Says Its Syria Bases Beat Back an Attack by 13 Drones

By NEIL MacFARQUHAR  JAN. 8, 2018 q ENERGY

B / = Saudi stock market dives, crude futures to
~ 4 jump after drone attack on oil plants

PUBLISHED SUN, SEP 15 2019.5:44 AM EDT | UPDATED SUN, SEP 15 2019.8:04 PM EDT
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amET W

Venezuela President Maduro
survives 'drone assassination
attempt'

@® 5 August 2018

EDITORS' PICK | Apr 22, 2021, 08:05am EDT | 1,769 views

Mexican Cartel Injures Police
Officers With Drone Bomb Attack
(UPDATE: Second Cartel Allegedly
Using Weaponized Drones)

David Hambling Contributor ®

Aerospace & Defense

"”--/

Footage showed dozens of soldiers running away before the transmission was cut off

I'm a South London-based technology journalist, consultant and author
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. Bot: automated program finding
specific vulnerabilities to exploit them

* Botnets or Swarmbot: multiple bots or o’
compromised devices attacking one
target at the same time, e.g. Mirai
botnet powered by unsecure loT
devices, IBM DeepLocker

e Hivenets: clusters of compromised
devices with autonomous machine-
learning abilities that could
automatically both identify and attack
other systems. DARPA’s cyber challenge &
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Evolutivité du préjudice

* Lessuper essaims impliquent
un haut niveau d'autonomie
et une diminution du controle
humain

. Abaisse le seuil de l'utilisation
de la force

. Domination de 'offensive
. Préemption comme norme

. Favorise les courses a
I'armement
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" Intelligent Machines

Machine learning, meet quantum
Bio computing

Genes

A quantum version of the building block behind neural networks
Qubits could be exponentially more powerful.

BitS  |nfo  21stCentury Quantum

NB|CQ by Emerging Technology fromthearXiv  November 16,2018
Architecture

Cogno ' Nano

Neurons Atoms
44
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October 10,2019 | Topic: Security = Blog Brand: The Buzz = Tags: Air Force, Military, Technology, F-35,
F-15, F-16

The Air Force Is Testing A
Secret Weapon: Drone Swarms

Modern warfare will never be the same.

China’s Loyal Wingman Drone Flies Alongside
Manned Fighters

It’s another endorsement for the robotic flying buddy concept.

e% By Kyle Mizokami Aug 31, 2019

Fomtid
; : zan Fhr 2y . MEF Y42
October 22,2019 | Topic: Technology | Region: Europe | Blog Brand: The Buzz | Tags: Su-57, Military, Ly B et g | J}l
Technology, World, Drones, Stealth i, ¢ i

Russia's New Stealth Fighters
and Drones Are Coming
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Decoded
features
Input mg
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Deep genel
netwol rk(DGN)

Iteratively
optimize image

It's Now POSSlble To
Telepathically Communicate
with a Drone Swarm

DARPA’s new research in brain-computer interfaces is
allowing a pilot to control multiple simulated aircraft at
once.
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Brain-computer interfaces are developing faster
than the policy debate around them

It's time to talk about what's possible — and what shouldn’t be

By Casey Newton | @CaseyNewton | Jul 31, 2019, 6:00am EDT

Facebook to Buy Startup for Controlling
Computers With Your Mind

By Kurt Wagner
September 24, 2019, 1:30 AM GMT+2

Artificial Intelligence Jul 22,2019

Microsoft is investing $1billion in OpenAI
to create braln Ilke maChlneS Elon Musk unveils updated Neuralink brain implant design and

Huami Establishes a Brain-computer  surgicalrobot
Interface Joint Lab with Top Chinese @ 000©00
U N |Ve rS|ty :E;ni.pj DDDDDDDD Natashah Hitti | 2 September 2020 | 12 comments
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2. Digital Reality 1.0 3. Digital Reality 2.0

@z <]

4. Brain Computer Interface 5. Whole Brain Emulation

Source: http://madsciblog.tradoc.army.mil/41-the-technological-information-landscape-realities-on-the-horizon/
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C020208 | Al Governance o
and Military Affairs -
Neurotechnologies and
Future Warfare

Jean-Marc Rickli
07 December 2020

£ 1v]in[OlS

49
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Technologie comme supplétif

THE TRANSFORMATION OF WAR

IN THE TWENTY-FIRST CENTURY

51
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Drones may have attacked humans
fully autonomously for the first time

v ]olinlsl=]e

TECHNOLOGY 27 May 2021
By David Hambling

AEROSPACE & DEFENSE

Turkish defense company says drone
unable to go rogue in Libya

STM chief rebuts 'fire, forget and find' capability cited in UN report

SINAN TAVSAN, Nikkei staff writer
June 20, 2021 22:42 JST

52



Géopolitigue de I'espace digital et des
technologies émergentes
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Who you gonna call?
Countries which share greater trade* with:

M China No data

M United States

Géopolitique de I'lA

% of global total
100

75
50

25

United States

2000 05 10

Source: IMF Direction
of Trade Statistics

15 20

*Gross merchandise trade, exports
plus imports  TOr nearest available

The Economist

[—
A more hostile environment

United States, Chinese companies
added to sanctions list, by year

200
M Treasury sanctions
M Withhold release orders 150
M Entity list
100
50

_-‘l*lllll!-rlllllll O
1991 95 2000 05 10 15 21

Sources: Department of Commerce; Customs

and Borders Protection; Gavekal Dragonomics ~ *To June 30th

The Economist
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© avril 2015 - C. Bezamat-Mantes / Diploweb.com
I. Des acteurs inégaux ... II. ... et de remarquables moyens de renseignement
- Les cyber-puissances : Etats-Unis et Chine Cables sous-marins
I 4 cyber-dragons : Israél, Singapour, Taiwan, Corée du Sud > Points d’entrée des cables

(stations d’atterrage)

Les déserteurs du cyber-espace : Union européenne et Japon .
Points d’accés majeurs de la NSA aux

Un acteur secondaire : I'Inde stations d’atterrage des cables

Un quasi-absent : la Russie o Sous-marin americain capable de faire des
(sauf pour les virus, antivirus et attaques cyber) branchements secrets sur les cables immergés

Sources : La Documentation Photographique, n® 8104, Antoine Frémont et Anne Frémont-Vanacore, Géographie des espaces maritimes, Documentation francaise - DILA, mars-avril 2015 ; L. Bloch.
Conception de la carte et de la légende : C. Bezamat-Mantes, L. Bloch, P. Verluise. Réalisation : C. Bezamat-Mantes.
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US TECH GIANTS

‘¢

791.7 billion USD

Google
664.5 million USD

amazoncom

459.4 billion USD

=

399.9 billion USD

EUROPEAN TECH
COMPANIES

PHILIPS

29.9 billion USD

» zalando

12.73 billion USD

SAP4

119.7 billion USD

ASIA TECH GIANTS

Pinsuncg

254.3 billion USD

BaiNEE

59.9 billion USD

€2

Alibaba.com

436.8 billion USD

Tencent iR

405 billion USD

...Today’s Top 20 Worldwide Internet Leaders Today =

USA @ 11...China @ 9

Public / Private Internet Companies, Ranked by Market Valuation (5/29/18)

Géopolitique de I'Internet

Rank Market Value ($B)
Company Region
1) Apple USA $418 $924
2) Amazon USA 121 783
3) Microsoft USA 291 753
4) Google / Alphabet USA 288 739
5) Facebook USA 56 538
6) Alibaba China - 509
7) Tencent China " 483
8) Netflix USA 13 152
9) Ant Financial China -~ 150
10) eBay + PayPal* USA 7 133
11) Booking Holdings USA M 100
12) Salesforce.com USA 25 94
13) Baidu China 34 84
14) Xiaomi China - 75
15) Uber USA - 72
16) Didi Chuxing China - 56
17) JD.com China - 52
18) Airbnb USA - 31
19) Meituan-Dianping China -- 30
20) Toutiao China -- 30
Total $1,429 $5,788



Yandex ru
Taobao Weibo
Wikipedia Sina.com.cn
Amazon
Amozon co jp Microsoft
IMD S MSN
Ask Linkedin Live
Sing
Haol23 com
Saidu
Facebook
Instagram &Email. com
Google. it
Google. fr
Map of the 50 top websites according to Alexa Bucglo.ores bi-
Google.co.uk
Google.de
Google.co.in
Silogger
YouTube

Source: http://internet-atlas.net
Google
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THE GEOSTRATEGY OF ARTIFICIAL INTELLIGENCE

MARKET SITUATION FOR
MAJOR Al SYSTEM
INTEGRATION

CONTROL OF PERSONAL
DATA

REGULATION

OLIGOPOLY

CORPORATE

SELF REGULATION
ETHICS CODES

OLIGOPOLY

INDIVIDUALS GOVERNMENT

BASED ON GDPR CONTROLS PEOPLE
THROUGH SCORING

PARLIAMENTARY LAW GOVERNMENT
BASED ON ETHICS AND
FUNDAMENTAL VALUES

Source: Paul Nemitz
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Les dirigeants de 'OTAN se sont réunis le 14 juin
2021 a Bruxelles, a l'occasion de leur sommet

annuel. Ils ont discuté d'un large éventail de Tias v o I g EU principles for working with China:
questions, notamment des principaux themes de K y . COOPERATE WHERE POSSIBLE
l'initiative OTAN 2030 : comment renforcer l'unité de : e 1 COMPETE WHERE NEEDED

| CONFRONT WHERE NECESSARY

'Alliance, élargir son approche de la sécurité et
contribuer a la sauvegarde de l'ordre international
fondé sur des regles.

Parmi les sujets abordés:

* Chine: Les «ambitions déclarées et le
comportement affirmé de la Chine constituent
des défis systémiques pour 'ordre international
fondé sur des regles». La nouvelle stratégie de
'OTAN exige que les Etats consacrent davantage
de ressources a la lutte contre l'influence
mondiale croissante de la Chine. En réponse, la

Chine a averti 'OTAN qu'elle ne resterait pas les "We have to recognize that we do not share the
bras croisés face a tout défi. Pékin a répondu <

qu'elle ne représentait un «défi systémique» pour same values, political systems, or approach to
aucun pays et a ajoute que OTAN ne devait pas multilateralism." "We will engage in a clear-eyed

exagérer la puissance militaire de la Chine. . . .
and confident way, robustly defending EU interests

and standing firm on our values.” Charles Michel
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 Periode de transition géopolitique: polarisation croissante

* ROle stratégique croissant des individus et acteurs non-étatiques

* Nature exponentielle du développement des technos émergentes

 Prolifération verticale et horizontale tres rapide

» Rodle croissant des substituts technologiques pour commettre des
actes de violence

« Environnement international plus conflictuel, avantage offensif?

« Besoin urgent d'éduquer les preneurs de décision et la population
sur 'impact des technos émergentes

« Convergence technologique: besoin de prospective

« Changement du paradigme sécuritaire: défense a résilience
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